
Welcome to 

Everything you need to know about 

Advanced Audit

The presentation will begin shortly.

Please note that all attendees are in listen only mode.

Inquiries may be submitted using the Questions window.

A recording of this webinar will be sent out to all attendees.
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eMedApps - About Us

eMedApps is a Healthcare Information Technology Services company providing practices, 

clinics and hospitals with a full range of services, as well as a suite of products designed to 

increase efficiency and facilitate communication.

• Founded in 1999

• Working as partner with NextGen since 2001

• Worked as subcontractor for NextGen

• Serving healthcare clients across USA

• Services and Products for NextGen clients



Follow Us!

Be sure to follow us on Facebook, Instagram, Twitter and LinkedIn 

and Subscribe to our YouTube Channel! Just search eMedApps 

https://www.youtube.com/channel/UCjRKsJ3Zs5n1dZaeKR5rOVA?view_as=subscriber
https://www.linkedin.com/company/1129816/admin/
https://twitter.com/emedapps?lang=en
https://www.instagram.com/emedapps/
https://www.facebook.com/emedapps/?tn-str=k*F
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About Our Presenter

Dwight Shuler has been with 

eMedApps for 6.5 years. He is 

an Application Specialist and 

has over 15 years of 

experience in healthcare. He 

enjoys being outdoors with his 

children, coaching their team 

sports, and working on home 

projects.
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Requirements 6.2021.1

• NextGen’s Best Practice recombination is to install Advanced Audit on a 
dedicated server

• Client must have Microsoft Excel 2010 or higher to export audit reports

• Microsoft Windows Server 2008 R2 SP1 or above

• 4 GB hard disk space

• GB RAM

• Dual Core Processor

• Microsoft Message Queue (MSMQ) enabled

• Microsoft Visual C++ 2010 Service Pack 1 Redistributable Package MFC 
Security Update

• Microsoft .NET Framework 4.6.2 or above

• Net.TCP Port Sharing Service enabled and running



Overview



Overview
Advanced Audit allows your practice to capture activity throughout NextGen. This 

can be captured at a patient, user and Enterprise/Practice level. This can be 

beneficial for:

• Investigating unauthorized access to patient information

• Investigating unauthorized changes to patient information

• Tracking updates to patient information

• Reporting can be completed for each of the areas above



System Administrator



Security Rights

The following security rights are needed to set up Advanced Audit and to access and run reports 

from the Advanced Audit Report Tool.



Advanced Audit Setup-General Setup
To enable the events that will need to be 

audited, access the View menu from 

System Administrator and select Advanced 

Audit Setup. 

• Enable Advanced Auditing tuns on the 

service

• Enable Blocked Messages Email 

Notification enables an additional tab 

for

• Suppress Audit Status Alerts prevents 

notifications to users if Advanced Audit 

is not enabled

• For larger practices you can balance 

the processing of the messages 

between servers



Advanced Audit Setup-Events Setup
• The Events Setup tab allows for selection of events that need to be audited. 

• Expand the practice, then expand each category to see what events are available.  

• You may select the entire category and or individual events. 



Advanced Audit Setup-Email Notification
• Email Notification allows they system to send email notifications to specified users when an 

audit message is stuck in a workstation longer than the time interval specified

• Complete the following fields:

• Interval, Sender Email Id:, Email Recipient(s), and E-mail server settings



Audit Report Tool



Audit Report Tool
• The Audit Report Tool can be accessed from the Components folder, or a shortcut can 

be created. i.e., Desktop shortcut

• Double click on Audit Report Tool or right click to open tool



Audit Report Tool

• Log in with NextGen username and password. 

• Click the Authenticate button, select Enterprise and Practice if 

necessary then Logon. 



Filters
• Enterprise allows you to select 

an Enterprise

• Practice allows you to select a 

practice or multiple practices

• User allows you to select one 

or multiple users with NextGen 

access

• Person allows you to select a 

one or more patients. You may 

add up to 25 person records.

• Encounter allows you to specify 

an encounter number. You may 

add up to 25 encounter 

records.



Actions

• Use may use the Search field, 

Select all and Deselect All buttons 

for quicker selection

• Use the Expand all and Collapse all 

buttons as needed

• Each category can be expanded to 

see events included. You may select 

the entire category or select events 

individually.



Settings

• Set your date range using the 

Start Date and Stop Date fields

• Setting the Result Limit will 

determine how many records 

display



Save Report Options

• The Save Report Options allows you to save the Filters, Actions and Settings currently 

selected as a Memorized Report

• Use the Memorized Report button to run previously saved reports



Search
• Click the Search button to display all records that match the search criteria entered

• You can see the total number of records found in the title bar

• Use the arrows at the bottom of the page to navigate between pages or type the page number



Search
Description of Audit Report columns are as follows:



Search
• Select an audit record to 

view associated information 

in the Audit Detail section. 

• Data Trail tracks modified 

fields, you can see old and 

new field values



Clear
• Selecting the Clear button will remove all selected filter criteria from the Filters, Actions and Settings 

sections. 

• The Clear button doesn’t remove the previous search results, it only clears the selections from the 

Filters pane



Toolbar
• Filter allows you to close and open the Filter pane

• Print Preview and Print Report may be used to print report

• Report can be exported in the following formats:

• Excel

• CSV * Will download 3 separate files; filters, audit records with audit details, and data trail

• HTML

• ASCII * Will download 3 separate files; filters, audit records with audit details, and data trail



Q&A



Thank you for joining!


